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Recent high-profile cyberattacks 
have shaken corporate America’s 
confidence in safeguarding criti-

cal electronic information, including 
sensitive customer and intellectual 
property data. Consumers and retailers 
alike remember the devastating cyberat-
tack on Target last December, in which 
approximately 40 million cardholders 
and 70 million other customers were 
affected, on Home Depot in Septem-
ber, in which information of 56 million 
cardholders was compromised and, 
most recently on JP Morgan, in which 
information of 76 million households 
and seven million small businesses was 
compromised. The magnitude of the 
consequences is hard to overstate. The 
former head of the NSA and U.S. Cyber 
Command, Gen. Keith Alexander, said 
in a speech in 2012 that cyber crime is 
the “greatest transfer of wealth in his-
tory,” estimating that U.S. companies 
lose approximately $250 billion per 

year to theft of intellectual property 
and another $114 billion resulting from 
cyber crimes.1

Companies that have been or may 
be subjected to cyberattacks, and their 
counsel, face numerous potential legal 
challenges, including the prospect of 
government and regulatory investiga-
tions and actions, as well as private 

lawsuits, targeting whether their elec-
tronic data were properly protected, 
their security systems adequate, their 
monitoring and detection procedures 
appropriate and their remediation 
efforts timely and sufficient.2

To deal with these challenges, it usu-
ally makes sense for such companies to 
conduct their own internal investiga-
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tions to ascertain the facts as quickly 
as possible. By the time a company 
discovers a cyberattack has occurred, 
it may be left with the daunting chal-
lenges of figuring out who hacked its 
systems or stole its data, how they did 
it, what information was taken, whether 
the system remains vulnerable, and if 
the company is obligated to report the 
breach under a myriad of complicat-
ed state and federal laws. This article 
identifies a number of special consid-
erations companies and their coun-
sel should be aware of in connection 
with cybersecurity.

Expect Investigations From Agencies

Given their sophisticated nature and 
the widespread financial harm they 
inflict on companies and their custom-
ers, cyberattacks have become a priori-
ty for many enforcement agencies. Com-
panies with a significant data breach 
or cyber intrusion therefore should 
expect and prepare for investigations 
by regulatory and enforcement agen-
cies. Recently, for example, following JP 
Morgan’s disclosure of a cyberattack, 
government regulators and agencies, 
including the U.S. Attorney’s Office for 
the Southern District of New York, the 
Federal Bureau of Investigation, and 
numerous state attorneys general, 
announced that they were investigating 
the case.3 Other regulators, including 
the Federal Trade Commission,4 New 
York’s Department of Financial Servic-
es,5 and the relatively new Consumer 
Financial Protection Bureau,6 also are 
active in combating cyberattacks.

�Challenges of Cyberattack Investigations

Plan for an Investigation. As compa-
nies face increasing threats, and the 
potential for after-the-fact reviews of 
their cybersecurity protocols by regu-
latory and enforcement agencies, it is 
incumbent on their technology, legal 
and compliance departments to work 

together to develop a plan for poten-
tial incidents, including a plan for 
conducting a thorough and complete 
investigation, which will be credible to 
government regulators, the media and 
customers. Apart from ensuring there 
is appropriate technology to prevent 
a cyberattack, such a plan should 
include methods for detecting and 
remedying data breaches as quickly 
as possible, for immediately preserv-
ing electronic data and ensuring that 
IT systems are safe. The plan should 
identify in advance the qualified profes-
sionals who can assist in the event of 
a problem, including outside counsel 
knowledgeable about cyber issues, IT 
vendors who have the sophistication 
and tools to assist in detecting and pre-
venting further cyber intrusion without 
altering data or interfering with pres-
ervation efforts, and media and crisis 
management consultants.

Preservation of Data. Following a 
potential cyber or data breach inci-
dent, it is of paramount importance 
that a targeted company immediately 
preserve all relevant data in a forensi-
cally sound manner. Counsel should 
retain a trusted forensic consultant 
who is experienced in working with 
sophisticated data systems to ensure 
that all data, no matter how complex, 
will appropriately be preserved. Pre-
serving the data in the condition that 
it was discovered—and saving a record 
of the back-up tapes containing such 
data—are typically crucial to estab-
lishing credibility with the regulators 
who may descend upon the company 
shortly after the first reports of a data 
breach. If the integrity of such data is 
not maintained, regulators may ques-
tion every action taken by the company 
thereafter. Most importantly, failure to 
preserve data will foreclose a company 
from the best opportunity to determine 
how a hacker initially entered its sys-
tem, what the system’s vulnerabilities 

are, the duration of the cyberattack 
(and whether it is ongoing), and what, 
if any, data were actually taken.

Understanding the IT Enterprise 
Landscape. To ensure a complete and 
credible investigation, counsel and IT 
personnel must have an intimate under-
standing of the company’s IT enterprise 
landscape. It is crucial for an internal 
investigation team to invest the time 
and resources in obtaining detailed 
knowledge of the network, learning 
about the nuances of the IT architec-
ture and confirming that all informa-
tion concerning the data, devices, and 
servers are current.

Risks to Compromising an Investiga-
tion. Depending on the size and sophis-
tication of the company, its Chief Tech-
nology Officer or IT team already may 
have conducted an initial investigation 
of the company’s system following the 
discovery of an attack or breach, but 
outside counsel should not rely entirely 
on its findings or proposed solutions. 
Among other things, it is possible that 
certain insiders, who are familiar with 
the IT infrastructure and have privileged 
access to the system, may have facili-
tated an intrusion and corrupted data. 
Before ruling out any potential causes, 
counsel should remain vigilant in com-
prehensively reviewing data from all 
potentially relevant custodians.

State Data Notification Obligations

As data breaches increase in fre-
quency, more companies need to navi-
gate the myriad of state-specific data 
notification laws. Forty-seven states 
have enacted laws obligating business-
es and other entities to notify affected 
individuals when a data breach con-
cerning their personally identifiable 
information (PII) occurs. Twenty states 
also require that the particular state’s 
attorney general receive notification. 
Many companies will encounter chal-
lenges in complying with the current 
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patchwork of state notification laws 
because certain state laws vary and 
at times conflict with one another, 
including as to what constitutes PII 
and when a business legally is required 
to notify its customers of a breach. 
For example, in Colorado, disclosure 
is required unless the misuse of data 
is “not reasonably likely to occur.”7 
But in Massachusetts, the standard 
appears to be more stringent—notifica-
tion is mandatory if a business knows 
or has reason to know that the PII was 
acquired by an unauthorized party or 
used for an unauthorized purpose.8 
There also is an ongoing discussion of 
creating a uniform federal standard, 
which would bolster the security of 
consumer information, streamline 
the data notification process, and 
focus on the promptness with which 
a business would be required to notify 
its customers.9

In the context of an investigation, 
it is therefore not enough for counsel 
to understand why or how a breach 
affected a company’s security network; 
counsel also must determine whether 
the breach triggered the company’s obli-
gation, pursuant to the various state 
notification laws, to notify its customers 
or clients of the breach. Thorny legal 
questions will invariably arise concern-
ing whether a breach that constitutes 
a bona fide cybersecurity incident has 
occurred, but is sufficiently limited in 
scope, such that there is no evidence 
that PII or other customer information 
has actually been stolen or is likely to 
be misused. At the very least, counsel 
will be required to engage in a thorough 
review of the evidence, analyze any 
compromised data against the relevant 
state notification laws, and determine 
whether to report the breach to cus-
tomers and the appropriate authorities.

�Crisis Management And PR Considerations

A cyber intrusion or data breach, 

especially at a large corporation, 
undoubtedly will be reported by major 
news outlets. But beyond the initial 
publicity, companies also potentially 
will face the intense scrutiny of aggres-
sive regulators, frustrated customers, 
and dissatisfied shareholders. Counsel 
therefore should take steps to adroitly 
address media inquiries while remain-
ing sensitive to various stakeholders 
whose interests will inevitably be 
affected by the cyberattack.

One of the traps that companies 
should avoid is issuing an overbroad 
statement too quickly in the hopes of 
quelling a sense of crisis. Issuing such a 
statement prematurely ultimately may 
hurt the company. Early reports from 
a crisis are often inaccurate. Counsel 
should not give much credence to 
either good or bad news, and rather 
should focus on facilitating the inves-
tigation of the cyber incident on all 
fronts, including issuing a litigation 
hold, preserving relevant data, retain-
ing experienced forensic consultants, 
coordinating with the proper IT per-
sonnel, and analyzing the company’s 
reporting obligations under the various 
state data notification laws. Recent high 
profile incidents, such as the JP Morgan 
cyberattack, support the notion that 
initial reports often are riddled with 
inaccuracies—until just a few weeks 
before the bank formally disclosed the 
fact of the breach, it was reported that 
certain executives said they believed 
that only one million accounts were 
affected.10 Target also revised its ini-
tial report of the number of customers 
whose personal information was stolen 
during last year’s holiday data breach, 
nearly tripling its original estimate, and 
also disclosed that hackers had stolen 
a broader scope of data than originally 
reported.11 If any communication must 
be issued at the outset of the inves-
tigation, it is best to keep it as short 
and concise as possible until a com-

prehensive and thorough investigation 
provides the company and counsel with 
a more accurate picture.

Conclusion

As the frequency and sophistication 
of cyber incidents increase, companies 
face new and significant challenges into 
protecting customer information and 
other valuable data and in responding 
to regulatory inquiries concerning a 
cyberattack. Accordingly, counsel rep-
resenting such companies in investiga-
tions arising out of a data breach or 
cyberattack should proceed with the 
utmost caution in preserving data, 
implementing solutions, cooperating 
with regulatory authorities, and comply-
ing with various state notification laws.
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